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Note: Attempt all Sections. In case of any missing data; choose suitably.
SECTION A
1. Attempt 2/l cuaestions in brief. | MxT7T=14
Q no. Question T Cco Level
a. | Define Information Security and explain two challenges in securing Information | CO-1 Kl
| Sysiems.
b. } Describe the need for information security in organizations. CO-1 | Kl
o What is a Firewall and how does it help in network security? CO-2 | Kl J
d. | Detfine Malware. Mention two types and ¢xplain one briefly. CO-2 :Kl
€. What is Electronic Commerce? Mention one type of threat associated with it. CO-3 | Kl
f. State the purpose of Security Policies in organizations. COo4 | K]
| 8. Explain the concept of Risk Analysis in [nformation Systems. CO-1 | Kl
" e,
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SECTIONB O N\
2. Attempt any three of the following: N _,: 07 x }’4@
Q no. Qui 4 T oo~ L%;:e‘ ‘
a. [ Explain different types of Informatio ms and analyze inherent difficulties | C K3
in securing them. s |

| b. | Describe Security Threats suc viruscs, worms, Trojan horses, bombs,
traps. Compare their impact.

¢. | Explain Digital Signatures and their role in securing Flectrenic CO-3 |

K3
! transactions. = ‘
d. | Discuss the process of developing Security Policies and fg 3 in| CO4 | K3 |
organizations.
K3

. ¢. | Explain network security measures such as Virtual Prb Networks and CD-Z

L. Intrusion Detection Systems.

SECTION [ X
3. Attempt any one part of the f N
o y p e ullnfvi 07 x1 =87
e Quest; . CO e
4 ; Explain Considentiali . Inteerit R TR : ——
| ! Rtemaci o, ty grity, lﬂf fvﬁllablht)’- Discuss their importance in | CO-] | K3
% Auempt any one part of the following: 07 x 1 =07 |
 Qno. i i :
L — S
. & xplain data security considerar: .
| disncual of dae Yy considerations related to backup, archivel storage, and. CO-2 | k3
* h. | Descnibe Security Technolo . = '
.| they prevent 5 8Y such as Firewalls and VPNs, and explain how | CO-2 | K3
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5. Attempt any one part of the followiag: 07x1=07
mq:‘-'_ Qucstiq{ N ) ) CO ] Level i
. E-\.p'nm the threats to Electronic Cowerce systems and how secure | CO-3 1 K3 |
| o ot y "r‘hl!im'_l_"s":"l'_ﬁ_fnﬂ can mu:figate them i L _J o
- b, be applicatiou dev clopiment security neasures in Electronic Commerce. | CO-3 1 K3 |
6. Attempt any one part of the following: 07 x1=07
Qm;:,_"_ - o Questior i I CO | Level
a1 Exp i h as email, corporate, | CO-4 | K3
' g xp'2in the types of Secunty Policies in Orwnizations, such as email, corporate,
- _,endsample policies. i | !
B Analyze the policy revicw and publication “10cess in detal. | Co4 | K3 ]
7 o Attempt any one part of the followiag: 07 x1=407
'I \ Q no. | Questio: - . i}:. co | LE‘J:‘L

b ‘Dtacuss CCTV and backup security M. f-.aaures “and their importance in | CO-4

. a. | Explain the role of physical security and au. 288 LDHU‘@I’IE securing IT assets. CO-4 Q_ﬂ
| i organizational security. \
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